
What is Windows Virtual 
Desktop
Microsoft service on Azure for VDI/RDSH management

• Enables a multi-user Windows 10 experience,  

optimized for Office 365 ProPlus

• Most scalable service to deploy and manage

• Most flexible service allowing you to virtualize both 

desktops and apps

• Windows 7 virtual desktop with free Extended Security 

Updates

• Integrated with the security and management of 

Microsoft 365



Provides virtualization infrastructure as a managed 

service

Tools for easy diagnostics and load balancing

Utilizes Azure Active Directory identity management 

service

Deploy and manage VMs in Azure subscription

Simply connect to on-premise resources

High level architecture
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Multi-user Windows 10 experience

Windows 10 Enterprise with multi-session capability 

Semi-annual channel cadence

Great application compatibility

Support for Modern Apps like Edge, Cortana and 

Microsoft Store

Optimized for Office 365 ProPlus



Eliminate passwords

Device + Biometric

Biometric on Device

Microsoft Authenticator

+

~ 



Leveraging Azure Password Protection





Microsoft 
Authenticator

Microsoft’s password-less 
anywhere solution



FIDO2

Admin controls

End-user self-provisioning

FIDO2 for
Azure AD accounts 
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FIDO2

Simple, common architecture for 
secure authentication flows



Secure Authentication Flow

Based on public-key technology 

Private-keys are securely stored
on the device

Requires a local gesture
(e.g., biometric, PIN)

Private-keys are bound to a single 
device and never shared

A simple, common architecture



User sign-in with bio-gesture unlocks secure element 
holding private key

Device sends authentication request

Azure AD sends back nonce

Device uses private key to sign nonce 
and returns to Azure AD with key ID

Azure AD returns refresh token + encrypted 
session key protected in secure element

Device returns the signed refresh token and 
derived session key to Azure AD to verify

Secure Authentication Flow with Azure AD
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User sign-in with bio-gesture unlocks TPM holding 
private key

Windows sends “hello”

Azure AD sends back nonce

Windows uses private key to sign nonce 
and returns to Azure AD with key ID

Azure AD returns PRT + encrypted 
session key protected in TPM

Windows returns the signed PRT and 
derived session key to Azure AD to verify

Windows 10 device

Windows 10 Hello for Business sign in
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Microsoft Authenticator Password-less sign in 
(new)
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User enters UPN

Azure AD detects user has strong 
credential, starts StrongCredential flow 

Notification sent to app via APNS/FCM

User receives notification, opens app

App calls Azure AD, receives proof-of-
presence challenge and nonce

User completes challenge, enters device 
biometric or PIN to unlock private key

Nonce is signed with private key and sent 
back to Azure AD

Azure AD performs public/private key 
validation and returns token
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APNS/FCM
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Strong Authentication with FIDO2 security key

1

Windows 10 device
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User plugs FIDO2 security key into computer

Windows detects FIDO2 security key

Windows device sends auth request

Azure AD sends back nonce

User completes gesture to unlock private key 
stored in security key’s secure enclave

FIDO2 security key signs nonce with private key

PRT token request with signed nonce is sent
to Azure AD

Azure AD verifies FIDO key

Azure AD returns PRT and TGT to enable
access to on-premises resources
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Three options for password-less 
authentication

Windows Hello Microsoft Authenticator FIDO2 Security Keys



Getting to a world without passwords

Windows Hello Microsoft Authenticator FIDO2 Security Keys

Ready for
production

Public Preview
today

Public Preview
in 2019 Q1


