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Anecdote



Classification

Access

Livecycle

Where is my 
data?

How do you
access data?
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Research Data – A model



Livecycle

Classification

Access

Where is my 
data?

How do you
access data?

This is where the money ends!*

*for many projects
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Research Data – A model



Storage (S3)

UV-Vis

IVIUM

IPCE

PIA

…

Primary data sources Access
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Example - Integration



• Main storage unit is an S3-bucket

• A bucket is comparable to a virtual hard disk

• NextCloud is the access layer to the bucket

• Individual buckets represent ”storage entities” 
(research project, lab, institution)

• Core-data resides in the bucket independent 
from NextCloud

• Buckets are (relatively) agnostic and can be 
migrated easily
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Nodes and Buckets



• Every university gets their own
NextCloud node

• The node is part of a ”global scale” 
and can collaborate with other nodes

• The node is co-managed with Sunet

• Separation of access vs ownership

Sunet 
Drive

Uni 1 Uni 2 Uni 3
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Sunet Drive - Overview



• Most researchers change institutions 
frequently

• Many researchers take their research 
data with them

• With NextCloud you can follow your
data even from a new organisation

Sunet 
Drive

Uni 1 Uni 2 Uni 3
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Follow your data



• Single Sign On using your organization or 
institution account

• Nextcloud lacks support for Discovery Service

• Use SaToSa for SAML2<->SAML2

• Users can log on using any federated provider
using Seamless Access

• ~6000 IdP world wide

• Easy collaboration

• Follow your data (as a researcher)

• Own your data (as an institution)
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SWAMID/eduGAIN/SeamlessAccess



• Universities administrate their own storage (buckets)

• Universities can create as many buckets for research 
projects or labs as needed and integrate them into
NextCloud

• Existing data can be migrated into buckets and 
indexed by NextCloud
(i.e. external hard disks or other ”Shadow-IT)

Sunet 
Drive

Users

University
Admin

Sunet Drive – Sunetdagarna – 2021-10-14

Own your data



• Personnel control
• Background checks

• Data center staff

• Trusted consultants

• Third party vendors

• Data center security
• Availability

• Fire Protection

• Facility Access Controls

• Physical Intrusion Controls

• Network Access Controls
• Public Network Access

• Management Network Access

• Systems Management

• Auditing

• Process Description and Configuration 
Management

• Infrastructure & Storage as a Service
• Iaas high level architecture
• Network exposure management
• IaaS/STaas – Auditing
• Data Privacy

• Third Party Review

https://www.safespring.com/documents/sunet/safespring-
sunet-private-cloud-security-controls.pdf
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Private Cloud Security

https://www.safespring.com/documents/sunet/safespring-sunet-private-cloud-security-controls.pdf


https://wiki.sunet.se/display/Drive/MSBFS+2020%3A7+och+Sunet+Drive

Beskrivning av alla punkter i MSBFS 2020:7
• Ansvar av Sunet
• Kundens eget arbete
• Referenser
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MSBFS 2020:7 och Sunet Drive

https://wiki.sunet.se/display/Drive/MSBFS+2020%3A7+och+Sunet+Drive
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Pricing



License 
blocks Licenses

Base 
price

Instance 
price

License 
price Total/Month Per User/Month

1 500 24800 3190 1000 28990 58*

License 
blocks Licenses

Base 
price

Instance 
price

License 
price Total/Month Per User/Month

7 3500 24800 15950 7000 47750 14*

License 
blocks Licenses

Base 
price

Instance 
price

License 
price Total/Month Per User/Month

13 6500 24800 31900 13000 69700 11*

Small institution

Medium institution

Large institution

(*) plus storage
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Pricing Examples



https://drive.sunet.se

(*production ready, requires onboarding)
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https://forum.sunet.se/s/sunet-drive/wiki/page/view?title=Sunet+Drive+onboarding+process
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Onboarding Process

https://forum.sunet.se/s/sunet-drive/wiki/page/view?title=Sunet+Drive+onboarding+process


Paying universities get an automatically provisioned node 
consisting of:
• 2 Load-balanced Sunet Drive Frontend Servers
• 3 Load-balanced clustered database servers
• Redis-caching for improved performance
• S3 storage integration
• Access to test environment
• Optional storage-mirroring
• Customer support

Non-Paying universities get:
• Access via a shared node
• Provisioning of user accounts
• ↓The option to upgrade to this↓ J

drive.sunet.se



sunet.drive.sunet.se

uu.drive.sunet.se

su.drive.sunet.se

extern.drive.sunet.se
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drive.sunet.se - nodes



https://forum.sunet.se/s/sunet-drive/

• Central point of documentation for 
Sunet Drive

• Information Stream
• Files
• Wiki
• Information for users and 

administrators
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Sunet Forum

https://forum.sunet.se/s/sunet-drive/


Sunet Drive: Now and then – 27 oktober 2021
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Future



• Multifactor Authentication
• Why it sounds easy, but is hard to implement

• Nextcloud step-up authentication

• Integration with SND/Doris
• How would an ideal integration look like?

• Comparison with other services (Harvard 
Dataverse, Zenodo)

• Office-integration

• Other features
• Monitoring

• Compute-integration

• edusign

• Storage incident
• What happened during the incident?

• Restoration of data

• Disaster recovery

• Backup, backup, backup
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Sunet Drive – Now and Then
Agenda – 2021-10-27



Before the incident, the cluster contained about 9 million objects. When the incident occurred, 
another customer had uploaded 680 million objects.
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Storage incident



• Contact anders@sunet.se or freitag@sunet.se

• Test-run using pilot.drive with S3-buckets and more data

• Provision nodes for test and production

• Regular feedback- and training-sessions
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If you are interested

mailto:anders@sunet.se
mailto:freitag@sunet.se


Anders Nilsson

Kontaktansvarig för tjänsterna Backup, Lagring och Virtuella servrar

anders@sunet.se

Richard Freitag

Projektledare

freitag@sunet.se
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Tack! Frågor?

mailto:anders@sunet.se
mailto:freitag@sunet.se

