/ LTI LAUNCHER

Starting an LTI-app without an
LMS
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LTI Advantage = LTI 1.3 + 3 services
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Example tool details registered with the platform: Example platform details registered with the tool:

client_id: "1000000000001" issuer: "https://platform.example.edu"
keyset_url: "https://tool.example.edu/.well-known/jwks. json" client_id: "1000000000001"
oidc_login_url: "https://tool.example.edu/login" key_set_url: "https://platform.example.edu/.well-known/jwks. json"
redirect_uris: "https://tool.example.edu/launch" - - auth_token_url: "https://platform.example.edu/access_tokens"
target_link_ui: "https://tool.example.edu/launch" OUt-Of-band Reglsmnon auth_login_url: "https://platform.example.edu/authorize_redirect"
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Why a separate LTI-Launcher (1)

® Launch without an LMS
Decouple LTI tools from the LMS
Enable more entry points for a tool

Provide extra focus on a tool

= Add context manually
Context is not always required or can be fixed

Pass additional context to the launcher (using JWT)




Why a separate LTI-Launcher (2)

= Version agnostic
Platforms don’t care about used LTI version

New versions of LTI standard can be fixed in a single location

= For easy testing

Test LTI capabilities of tools and using underlying open standards without using a
full LMS




How does the LTI launcher work
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How does it work (information gathering)

® Manage tools

The launcher offers an administrative interface to set-up tools including security
credentials.

® Getthe WHO

» The Launcher is directly linked to a Single Sign On (SSO) service.

Only supports OpenID Connect for now.
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How does it work (information gathering)

® Get the WHAT ® Get the CONTEXT
= A user ‘selects’ the tool by going to a » The generator of the link can add context
specific URL (or click a link): by adding a JWT to the URL:

https://Iti-launcher.com/launch/<tool_id> ?  context=xxx.Xxx.Xxx
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How does it work (the LTI 1.3 dance)

® Launching the LTI “dance”
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User navigates to: https://Iti-launcher.com/launch/<tool_id>?context=xxx.xxx.Xxx
Launcher redirects user to SSO service to get user information /
User logs in if needed and gets redirected to the launcher

Launcher starts Open ID Connect flow with LTI 1.3 tool /

User gets redirected back to the launcher

Launcher performs the final launch
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Student opens portal site and logs in

< - O @ @ | https://idp.diy.surfconext.nl/module.php/core/loginuserpass * = 7.
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8% Dashboard A Profiel

Enter your username and password

Aservice has requested you to authenticate yourself. Please enter your
username and password in the form below.

The list of known users and their attributes is available here.

Username

lsludenn ‘

Password

Leermaterialen Instructies

Help! | don’t remember my password.

Too bad! - Without your username and password you cannot authenticate
yourself for access to the service. There may be someone that can help you.
Consult the help desk at your organization!
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JWT Service:

Search OOAPI

Person (find out current role)

Courses of student (which courses is student
currently active in)

LTI resources of sed courses

Generate context for each resource
Search metadata for LTI resources in LTI launcher
Create package for portal:

Combine context and launcher URL

Image of tool

Name of tool

Description of tool

?¢¢

LTI Handling

{

“lmage”: “http://statitiekplaatje.jpg”
“URL”: “https://Itilauncer../context...”
“Name”: “Statistiek Mediaan”
“Description”: “You’ll learn what a mean
is and how you can apply it”

}



https://ltilauncer../context

("3 = Portal generates tile based on
5 Dashbosrd 2 proi information provided by JWT
service

Leermaterialen Instructies

Statistiek: mediaan

URF pilot modulaire leeromgeving

LTI Handling m




® Portal redirects student to new

5 Dashbosrd £ proe page that opens LTI launcher URL.

= This is a URL get:
“https://launcher/launch/<tool>?co
ntext=abc....”

Leermaterialen IRSTRICEES Statistiek: mediaan

2019 © SURF pilot modulaire leeromgeving

LTI Handling LTl launcher m




LTI launcher

Receive intitial call:

Check / validate context
and key @ WIT service
Check OIDC

Forward call to LTI
component associated with
tool number in URL,
initiating “LTI dance”

From here on LTI tool URL
is used in sted of launcher

LTI Handling

Key & Context
JWT service

LTI launcher

Initiatie LTI dance to:

https://tool/context




LTi-launcher LTiI-tool

Call URL of Tool to launch with context
‘ Receive call (through user browser)
Send for authentication request @ launcher
Authentication request received: _

Verify tool (based on public key)
Handle authentication through OIDC

Redirect auth response to tool ‘
Validate auth response

Display tool in new window of user

T suncher (I

To new window

LTItool
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Tool demo
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= Demo can be found here:

® https://www.imsglobal.org/sites/default/files/EUsummit2020/Iti laucher v3.mp4
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https://www.imsglobal.org/sites/default/files/EUsummit2020/lti_laucher_v3.mp4

Recommendations for
Future Work
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'WELCOME TO THE ATSEA SHOP

AtSea Shop Demonstration Application

The Atsea Shop is a demonstration application comprised o

Requirements
This example uses features in Docker 17.05 CE Edge. Install his version to run the example
Building and Running the AtSea Shop

Secrets

This application us the application cor

payment also requir

C @& hub.docker.com/r/qlik/simple-oidc-provider/ B w @M N G g

Apps Mg CS7646:MachineL.. -i% Kaltura Embed Play... Andere bookmarks Leeslijst

Please read our blog for X

Docker is { ing our p
more information.

Sign
w Q_ Search for great content (¢ Explore Pricing

Explore qglik/simple-oidc-provider

glik/'simple-oidc-provider % L Puls took+

By qlik « Updated a month ago

Simple OIDC provider for local-development of OpenlD
compatible applications

Container

Overview

Separate OIDC (WHO)
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C & github.com/SURFfplo/stack-jwt
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HelloWorld compose

Ditis een compose file om "hello world” met apache te runnen

Separate JWT service (WHAT+CONTEXT)

C @ hub.docker.com/r/liferay/portal

Wy CS7646: Machine L. i Kaltura Embed Play.
liferay/portal s*

By liferay + Updated 16 hours ago
Official images for Liferay Portal releases

Overview

Tags

For tags that follow the format {version)-(date}, version denotes the version of Liferay Portal, and date denotes the date
when the Docker image was made.

Tags that follow the format S{version} always point to the latest tag that follows the format {version)-{date).

Separate portal (VISUALISATION)

@ lti-launcher

docker pull ghcr.io/

Heads up!

Separate LTI-launcher (WHAT)

LTI-tool (for demo perposes)

L Pulls 500K+

Docker Pull Command

docker pull liferay/portal




Resources

= https://www.surf.nl/regie-op-de-digitale-leeromgeving/techniek (Dutch)

® https://drieam.github.io/LtiLauncher/

® https://site.imsglobal.org/certifications/drieam/Iti-launcher

® https://www.imsglobal.org/spec/Iti/vlip3/



https://www.surf.nl/regie-op-de-digitale-leeromgeving/techniek
https://drieam.github.io/LtiLauncher/
https://site.imsglobal.org/certifications/drieam/lti-launcher
https://www.imsglobal.org/spec/lti/v1p3/

Questions




Questions

= Would you be interested in further developing of the LTI launcher

= How is LTI implemented in Swedish HE with regards to data provisioning and GDPR
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Driving innovation together




